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Primjena tehnologije proširene stvarnosti za automatizaciju transformatorskih 

stanica primjenom  IEC 61850 komunikacije 
 
 

SAŽETAK 
 

Danas procesi upravljanja i nadzora unutar transformatorskih stanica su velikim dijelom 
automatizirani. Komunikacijska tehnologija koja omogućuje takvu automatizaciju jest određena 
standardom IEC 61850, jer nam pruža semantički podatkovni model te načine razmjene podataka koji se 
koriste za upravljanje procesima unutar transformatorskih stanica. Međutim, standard IEC 61850 nije u 
potpunosti iskorišten u takvoj primjeni, pogotovo u domeni vizualizacije podataka. Kao rješenje 
navedenog problema prijedlog je da se vizualizacija podataka unutar transformatorskih stanica ostvari 
korištenjem standarda IEC 61850 zajedno sa tehnologijama miješane i proširene stvarnosti. 

U ovom radu koristi se standard IEC 61850 i tehnologije proširene i miješane stvarnosti kako bi 
se obogatile vizualizacijske mogućnosti u automatizaciji transformatorskih stanica. Prikazan je razvijeni 
prototip za pomoć u uobičajenom procesima i aktivnostima održavanja unutar transformatorskih stanica, 
pokazan je način razvoja prototip, te koje su mogućnosti upotrebe. 
 

Ključne riječi: Transformatorska stanica, automatizacija, proširena stvarnost 
 
 
 

Augmented Reality for Substation Automation by Utilizing IEC 61850 
Communication 

 
 
SUMMARY 
 
IEC 61850 standard represents the most commonly used communication technology for new 

substation automation projects. Despite the fact that IEC 61850 provides a semantic data model and a 
standardized configuration description these features are underutilized in substation automation 
management today. This is specifically illustrated in the data visualization domain where new 
technologies such as virtual, augmented or mixed reality have reached significant maturity levels and 
have not been used for IEC 61850 systems visualization so far.  
 In this paper, IEC 61850 features have been combined with augmented reality technologies for 
providing added value visualization capabilities in substation automation domain. The developed 
prototypes demonstrate proof-of-concept solutions for regular substation automation checks and 
maintenance activities. 
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1. INTRODUCTION 
 Smart Grid automation has introduced significant novelties in different Smart Grid subsystems 
including, Distributed Energy Resources (DERs), distribution automation (DA) and substation automation 
systems (SAS). One of the elementary prerequisites for successful automation is unified communication 
mechanisms that facilitate subsystem remote monitoring and control. International standard IEC 61850 
represents one of the Smart Grid automation pillars by introducing standardized communication principles 
and semantic descriptions of controlled systems. Existence of standards-compliant semantics that 
describe power system process data allow new possibilities for developing unforeseen applications used 
in the SAS domain. An example of these application categories are Augmented Reality (AR) applications 
that can utilize meta-data provided by the IEC 61850 standard and direct access to the process related 
information in order to provide added value features for SAS management. This paper analyses the 
possibility of using IEC 61850 standard for developing AR applications used for SAS maintenance 
activities. 
 The paper is organized as follows. The following chapter provides an overview of AR technology 
usage in industrial automation systems. The third chapter describes the main features of the IEC 61850 
standard and AR technologies in order to give an overview of possible uses in SAS environments. The 
fourth chapter describes main functionalities of proposed AR application prototypes, their architecture and 
implementation approach. The fifth chapter provides analysis results of the current developed prototypes 
while chapter six gives insight in the authors’ future development plans as well as introducing a new 
mixed reality application prototype using a specific latest consumer electronic device. The seventh 
chapter concludes the paper. 
 
2. AUGMENTED REALITY IN INDUSTRIAL SYSTEMS 
 
 Industrial machines have become advanced tools where automation and advanced feedback is 
made possible through dedicated control computers. Control computers enable full or partial automation 
of complex procedures and can help make manual control more secure and precise. Real-time data from 
the process is available and many parameters can be interactively controlled through computer 
interfaces. Automation can also allow an operator to monitor multiple machines simultaneously, reducing 
the number of required personnel for a machine pool. However, many critical procedures exist, which 
cannot be completely automated. In such cases, an operator might need to visually follow and 
interactively control parts of the current operation, while simultaneously monitoring numerous rapidly 
changing parameters. 
 Maturity of AR technologies has allowed its usage in different industrial automation environments. 
AR technologies have been successfully applied in manufacturing [1], smart building management [2], 
automotive and aerospace industries [3]. AR technologies have already been applied in SAS 
environments in [4] and [5]. Hoverer, in both articles AR is used for simulation purposes and operator 
training. Neither of aforementioned articles deals with process related SCADA information used for SAS 
maintenance purposes as proposed in this paper. 
 
3. IEC 61850 AND AUGMENTED REALITY 
 
 IEC 61850 [6] is often regarded as just another remote control protocol for electric utilities, but 
this international standard is more than a set of rules and encodings for data retrieval from field devices. 
IEC 61850 defines automation architecture requirements for utility subsystems in order to enable 
communication and semantic interoperability among multi-vendor equipment. Despite being primarily 
developed for substations [7], IEC 61850 has now been extended for the wind power plant domain [8], 
Distributed Energy Resources (DERs) [9] and hydroelectric power plants [10]. 
3.1. IEC 61850 basics 
 
3.1.1. Data model  
 
 Data semantics provided by IEC 61850 are closely related to functionalities of devices in utility 
subsystems such as DERs [9]. IEC 61850 data models [11] are based on object-oriented modelling of 
data relevant to process automation. 
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Figure 1 IEC 61850 data class model 
 
 Figure 1 shows relationships between IEC 61850 data model classes. The top parent class is the 
Server which represents a physical device, i.e., a device controller.  
 The Server consists of one or more Logical Devices (LDs), i.e., virtual representations of devices 
intended for supervision, protection or control of an automated system. LDs are created by combining 
several Logical Nodes (LNs) which represent various device functionalities. LNs are a crucial part of 
IEC 61850 data semantics. The IEC 61850 data model details are described in [11]. 
 
3.1.2. Data exchange 
 
 Abstract Communication Service Interface (ACSI) is a novel paradigm, introduced by IEC 61850, 
for describing data exchange procedures in utility subsystems such as substations [11]. ACSI model 
classes define abstract information services used for vertical and horizontal communication among 
IEC 61850 devices. ACSI is not a protocol but a method to tie IEC 61850 abstract services to application 
layer protocols such as MMS [12]. 
 These ACSI model classes can be used as standardized information interfaces for devices which 
are realized as IEC 61850 servers. Thus, any IEC 61850 enabled client software can take full advantage 
of their remote control. 
 
3.1.3. Managing and engineering IEC 61850 systems 
 
 The engineering process for IEC 61850 systems is based on the exchange of XML documents 
which are formatted according to the System Configuration description Language (SCL) [13]. There are 
several SCL document types depending on if they describe devices or the integrated system itself. The 
engineering process based on SCL document exchange is relatively static and most commonly used for 
substation automation systems where communication system and electric network topology are 
predefined. 
 
3.2. Augmented reality – main features 
 
 AR is a computer technology that augments real environments through visually represented 
information. Thus, to find the opportunities for AR applications in industrial systems it is necessary to 
review main AR features to suggest solutions based on AR. These features are:  

• AR can follow the user's viewpoint by means of a tracking system;  
• AR can superimpose virtual objects onto the user's view of a real world scene;  
• AR can position virtual objects in a real world scene in correct scale, location and 

orientation; 
• AR can render a combined image of virtual objects and a real world scene in real-time. 

 A control computer in a SAS environment often has access to a large amount of process 
information and it can be expected to increase as the systems become more sophisticated and complex. 
Thus, it is important that the data is clearly presented and easily accessible in order to avoid unnecessary 
attention-demanding interfaces and information overload for the user. 
 Today’s control computers typically present their data on a traditional computer display and often 
use a keyboard/mouse combination or a touch-screen as input devices. The operator observes the 
process through the machine’s safety glass, while using a computer on the side for control and feedback. 
This setup results in divided attention if the operator has the need to both follow the procedure visually 



4 

and simultaneously monitor important values on the computer display. While this problem can in part be 
addressed through display placement, it inherently separates process data from the process itself. 
 The goal of this paper is to provide a solution of integrating process data with the workspace 
behind the safety glass using AR technology. AR allows the user to combine interactive computer 
graphics with real objects in a physical environment, such as a workspace of an industrial machine. It is 
particularly suitable for today’s increasingly complex industrial machine processes as it enables intuitive 
representation and real-time visualization of relevant information in the right place. There are several 
situations where it might be advantageous to have the capability of annotating real processes with virtual 
information. An operator might, for example, want to indicate or emphasize locations inside the 
workspace behind the safety glass to a co-worker or a student. The type, dimensions and state of a tool 
currently in operation may be indicated by a virtual label. Process simulation in real machines using 
virtual tools and virtual materials could increase safety through virtual previews of the procedure, and 
provide implicit visual warnings from unintentional geometrical inconsistencies. 
 The ideal augmented reality interface integrates computer graphics with a real environment 
seamlessly and without encumbering technology. The long tradition of mobile AR systems has required 
systems based on head mounted displays (HMD) [1] that involve complex tracking and equipment to be 
worn by the user such as the Oculus Rift [20]. The popularity of video see-through systems can be 
attributed to the relative ease of implementation and rapid prototyping possibilities provided through 
various software libraries, such as ARToolkit [14] and Vuforia [21]. Even spatial AR systems like the 
ASTOR system [15] have been in research and have provided very good results. The majority of AR 
applications today are marker-based requiring specific markers for 3D tracking and positioning. In this 
paper a fusion of QR (Quick Response) [16] markers and Vuforia frame markers [21] as a new marker in 
the first application prototype are used. The current version uses Vuforia markers called VuMarks [22]. 
 
3.2.1. Augmented reality markers 
 
 There are a lot of different types of markers used in AR and although all are applicable in certain 
situations, one of them, the QR code, is being used a lot more than any of its competitors. Its name is an 
abbreviation of Quick Response Code and it is a 2D matrix barcode developed by Desno Wave 
Corporation in 1994 [16], [17]. 
 
3.2.1.1.  First prototype markers - fusion markers 
 
 A QR Code is capable of handling many types of data, such as numeric and alphabetic 
characters. One pattern can encode up to 7,089 numeric characters or 4,296 alphanumeric characters. 
Despite the fact that a large chunk of data can be stored in one QR code it can be decoded by a very 
lightweight smartphone application or a lightweight PC application with camera access, unlike other 2D 
barcodes which usually require a specific scanner to help decode them. 
 Another, much more sophisticated, option for markers are markers available in the library called 
Vuforia [21]. There are a couple different marker types in Vuforia, mainly frame markers, image targets 
and Vumarks [22]. When the first version of the AR application prototype was in development, Vumarks 
weren’t available, so we used a combination of Vuforia frame markers and QR code markers. The goal 
was to use Vuforia frame markers for fast detection and QR code markers for encoding information inside 
the marker. 
 The first AR application prototype used QR codes inside Vuforia frame markers. Figure 2 shows 
a Vuforia frame marker, while Figure 3 shows a QR code marker. Since almost all AR markers including 
Vuforia frame markers don’t encode data, they need to be preregistered. This means that each marker’s 
function needs to be a priori decided. Encoding data inside a marker eliminates this step. That is why 
using QR codes is more optimal than other markers. A major problem with QR codes is that QR code 
detection is slow. That is why we put them inside fast detectable Vuforia frame markers like in Figure 4. 
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Figure 2 QR code marker     Figure 3 Vuforia frame marker 
 
 Figure 3 shows an example of a QR code and highlights its parts. A QR code’s most important 
sections are three large square patterns (each containing a small black square with a white border) which 
are positioned in three corners of the code. They are used to determine the code’s position. Version 2 
(and above) expands on this by adding an align square used to align the code after detection. The rest of 
the code is used to draw a large number of small blocks that encode the data in the marker. An additional 
benefit of this type of encoding is that the code can be reconstructed even if a part of it was damaged or 
is missing. This is important when scanning codes with a camera because the camera is never going to 
be positioned perfectly and parts of code will often be omitted.  
 There are a couple of correction levels of a QR code which can be seen in Table 1. Higher 
correction levels allow more of the code to be missing with a drawback of increasing code size. 
Superiority of a QR code over other fiducial markers can be seen in Table 2 [18]. All facts stated above 
are arguments for using QR codes in the first SAS AR application prototype. 
 
 

 
 

Figure 4 Fusing Vuforia frame marker with a QR code marker 
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Table 1 Error correction level of a QR Code marker [18] 

Level Percentage of codewords that can be restored 
(Approximation) 

L 7 % 

M 15 % 

H 25 % 

Q 30 % 

 
 

Table 2 Comparison of QR Code with fiducial markers [18] 

Feature QR Code Fiducial Marker 

Need to pre-register No Yes 

Model storing Internet Local 

Limited number of 
markers 

Larger Smaller 

Universality Universal 
barcode 

Standalone 

 
 
3.2.1.2.  Second prototype markers - Vumarks 
 
 In August 2016, Vuforia released a new type of marker called a VuMark [22]. This marker 
retained the fast detection that other Vuforia markers had and it enabled data to be encoded inside the 
marker. This is precisely why fusion of QR and frame markers was used in the first prototype, so a 
transition to this new type of marker was logical. Not only does it encode text data like a QR code, a 
Vumark can encode unique identifiers, strings and bytes making it more flexible than a QR code marker. 
It is constructed in vector graphics designer tools (specifically Adobe Illustrator [23]) and can be made 
visually very appealing as seen in Figure 5. The only downside to a Vumark is that the number of 
characters it encodes, when you choose to encode a string, is maximum 100 which is much less than a 
QR code. But for this paper’s AR application needs, 100 characters are more than enough. 

 

 
 

Figure 5 Vumark examples 
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3.2.1.3.  Vumark 
 
 Designing a Vumark is done using the vector graphics designer tool called Adobe Illustrator [23]. 
A big problem with this fact is that the user has to be familiar with the tool to successfully design their 
Vumark marker. Once familiar, you can design a wide variety of visually appealing markers as seen in 
Figure 5. Figure 6 shows all parts of a Vumark. A Vumark needs to have: 

• Contour - The Contour is what the Vuforia computer vision algorithm first detects. After 
finding the contour, the algorithm looks for the code and “reads” it to identify the value or 
“ID” that is encoded within the VuMark. 

• Border - The Border is typically the most identifiable and defining shape within the 
VuMark. In Figure 6, the Border is the outermost shape made of six straight lines forming 
a hexagon. 

• Clear Space - The Clear Space is the mandatory blank area that appears adjacent to the 
border along its entire length. The Clear Space can be either inside or outside of the 
border and is required in order to guarantee there is enough contrast for the algorithm to 
detect the Contour. 

• Code Elements - Every individual VuMark contains a unique Code, which is a visual 
representation of the ID encoded in the VuMark. The Code consists of Elements which 
encode a value/ID, the type of data encoded and the length of the value/ID. All of these 
parts contribute to the number of Elements the code needs to have. The larger the value 
length, the larger number of elements that are required. Every Element has 2 states: a 
“Dark” and “Bright” state (A “Dark” Element is usually represented as a black square, 
while a “Bright” Element is usually a white square). A unique code is generated by setting 
some of the Elements to the Dark vs. Bright state. 

• Background - The Background or Design Area is a layer where you can design anything 
you want to be part of the VuMark. This area is not used for detection. There is a lot of 
freedom in designing and placing the Background. 

 The tests conducted in this paper showed very good detection and instantaneous decoding 
capabilities of the Vuforia library when using VuMarks. As soon as the Vuforia library detects the marker 
(as long as the device’s camera is of good quality, detection is achieved even under very unfavorable 
conditions, for example a distance of a couple of meters from the marker or a high angle in regards to the 
marker – 30 and even less degrees) it also manages to decode the ID inside the marker processing the 
same frame in which the marker was detected. This means that decoding is instantaneous and this fact 
sets Vumarks as the most superior Augmented Reality markers as long as the code is of smaller length 
(ASCII 100 or fewer characters, 1000 numbers or 100 bytes). 
 
 

 
 

Figure 6 Vumark 
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Figure 7 AR Application architecture 

 
4. IEC 61850 AR APPLICATION 
 
 Developing the IEC 61850 AR application is based on utilizing IEC 61850 vertical communication, 
data engineering through SCL and data encoded AR markers for identifying parts of SAS equipment 
according to the IEC 61850 data semantics. 
 SCL files provide information about semantically annotated process data. This information is 
correlated with data inside AR markers assigned to SAS interior (transformers, circuit barkers, switches, 
feeders, etc.). AR marker image recognition software reads markers and using the processed information, 
the AR projector draws additional information on the maintenance engineer smartphone screen. Process 
information overlays SAS equipment, directly connecting marked equipment with process information in 
real-time, available through a SCADA system. By integrating AR, SAS maintenance activities can be 
significantly simplified allowing unambiguous equipment identification, providing real-time measurements 
and eased SAS monitoring. 
 
4.1. Application architecture 
 
 There were a few iterations of the AR application prototype. The most important two are the first 
and second major versions which were developed for the Android platform using the Java programming 
language. The first iteration uses Vuforia frame marker and QR code fusion and it shows promising 
results for marker based AR process data visualization. The second major iteration was made with the 
Unity game engine framework [24] and it is also utilizing Vuforia libraries, but with different markers called 
VuMarks. Since it was developed with Unity it can be built for a variety of platforms including PC, Mac, 
Linux, Android, iOS and a few others and the application is functional as long as the platform has access 
to a camera.  
 Application architecture includes several components. The device’s camera captures marker 
codes and processes the process data identifier based on IEC 61850. The recognized path represents 
semantically annotated process data according to the IEC 61850 communication standard. This data is 
correlated with SCADA process data and SCADA is then responsible for its retrieval from the internal 
SCADA memory database. The SCADA system gathers data from Intelligent Electronic Devices (IEDs) 
via vertical IEC 61850 communication. The application architecture is shown in Figure 7. 
 
4.2. Implementation approach 
 
 Application implementation includes several steps. The prerequisite is to have a SAS 
environment with a variety of equipment and a number of IEDs connected to a central SCADA system. 
The SCADA system retrieves data in real-time from IEDs via vertical IEC 61850 communication which is 
the most important prerequisite for AR application implementation.  



9 

 

     

 
 
 

Markers need to be printed (one example of a used Vumark with IEC 61850 encoded data is 
seen in Figure 8) and positioned on SAS primary equipment in order to enrich it with AR visualization of 
process data related to that piece of equipment. Markers have their corresponding IEC 61850 identifiers 
encoded which describe the path to uniquely identified process data according to the IEC 61850 
standard. The identifiers correspond to process data of SAS equipment and they are positioned on. 
Vumarks that are created using Adobe Illustrator and the Vuforia official website [21][22][23]. A portable 
device with a camera is needed (for the purpose of this paper an Android device Samsung Galaxy Tab A 
2016 was used) where the AR application was previously installed. Third, the SAS environment needs to 
have wifi access to its internal network where a SCADA system is connected and available (Končar’s 
Proza NET SCADA system which enables process data access through an application called WsGateway 
was used in tests). 
 Using a device with a camera a SAS environment can be scanned. The application uses an 
instance of the Vuforia library to process each frame image from the camera. Once a marker is detected 
in a frame the Vuforia library also starts processing the VuMark and decodes the string data encoded in 
the VuMark. This data is an IEC 61850 process data path which describes the process data path that is 
related to the corresponding piece of equipment. Now the application knows which data’s information it 
needs to overlay over the view of the marker, but it stills needs to fetch this data’s information. It then 
connects over WIFI to the SCADA system. Once a successful connection is made, the application asks 
the SCADA system to fetch all information with the process data path. The SCADA system then 
communicates with IEDs it is connected to and asks the appropriate device for the required information. 
Once the IED sends the data, the SCADA system forwards the data over wifi to the AR application. The 
application maintains its connection to the SCADA system and also tasks it with sending real-time 
updates of changes made to the required data. Anytime information related to the process data path 
changes, the SCADA system will notify the AR application and the application will update the change on 
its display. This way real-time display of SAS IEC 61850 data is achieved. 
 

 
 

Figure 10 Application screenshot of the camera view showing the visual representation of IEC 61850 
percentage data 

Figure 8 Vumark with an IEC 61850 
identifier encoded 

Figure 9 Marker (left) and application screenshot 
of the camera view (right) showing the basic 

rectangle with IEC 61850 information overlayed 
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 Now that the application has the data required, it needs to display that data over the view of the 
marker. Earlier application versions used OpenGL ES2 technology for displaying complex models. The 
current version uses game engine framework Unity. It is a very flexible system which enables all kinds of 
graphic models to be shown and animated. The easiest and very intuitive way of displaying data is to 
overlay a rectangle over the marker with the data written on it like in Figure 9 (actually, a custom texture 
is created with the information written on it and applied to the rectangle using OpenGL ES2; In Unity, a 
default text Object is created and overlayed over the rectangle with the information as its text). Using 
these techniques any changes to the required data can be immediately updated and shown to the 
operator. This method was used for the purpose of testing. 
 Different helper visual effects can greatly improve the time needed to observe important data and 
its changes. Figure 10 shows a pie chart next to the data. This visualization method is used whenever the 
data, according to the semantics of the IEC 61850 standard, represents a percentage value. It fills the 
chart with the corresponding percentage and keeps it updated along with the data overlayed over the 
marker. This achieves an additional visual feedback, shortening the time needed to observe the 
information. 
 Another example of a complex visualization method is shown in Figure 11. The Figure shows a 
model of a diesel electric generator next to a marker. Any piece of equipment in a SAS environment can 
be modelled this way and it is also possible to highlight important parts and add information visually. 
Highlighting important parts and adding IEC 61850 real-time data on a piece of equipment is very useful 
for maintenance purposes. An operator can quickly view the data needed when going through the 
process of checking equipment. Animations can also be added to showcase certain maintenance 
procedures and for learning purposes. For example, every inexperienced operator needs to go through a 
learning process in order to be able to handle different equipment in a SAS environment. These animated 
models can then be used as a quick and visual way of enhancing the education process. 
 A detailed model of a substation was also developed which is displayed whenever the camera 
sees a marker with a certain ID encoded. This model can be seen in Figure 12. After the model is shown 
the user can zoom in and out and rotate it in any direction they like to get a better view of the substation. 
IEC 61850 real-time information was also added to the model, highlighting parts of the equipment that the 
chosen data semantics relate to. This is very useful when the user needs to get a general overview of the 
entire substation with the possibility of monitoring certain parts of the substation and micromanaging 
them. It can also be used to remotely monitor the entire substation. 
 

.  
 

Figure 11 Application screenshot of the camera view showing a model of an electric generator with its 
IEC 61850 temperature data 
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5. PROTOTYPE EVALUATION 
 
 Evaluation is based on utilizing the developed application prototype in a real world substation. 
The preliminary results show that VuMarks and also QR codes fused with Vuforia frame markers 
represent a good selection as markers for IEC 61850 data semantics. VuMarks show instantaneous 
decoding results while QR codes, although slower, are still a viable solution to the marking problem.  
The application has evolved since the first prototype version, and its usage of IEC 61850 real-time data 
has also changed from just showing data as text to using graphic models with annotated data. Using the 
semantics of IEC 61850 data, it is possible to get any type of information from the SCADA systems inside 
substations. The visual aspect of the application has also been changed. From ARToolkit’s standard 
markers, to Vuforia frame markers combined with QR codes, to VuMarks as the fastest detectable 
markers with the ability to encode different types of data. The graphics were done using the OpenGL ES2 
technology specifically targeting the Android platform. The current version draws graphics using the game 
engine framework Unity which is then also used to port the application to a variety of platforms. 
 So far, the application is evolving steadily and, as is seen in Figures 9, 10, 11 and 12, the results 
are promising, hoping it will be highly applicable in real world situations especially because of real-time 
data updates and the ability to port the application to a variety of portable devices. The visual aspect of 
the application is also planned to be appealing and interesting to targeted users. 
 
6. FUTURE PLANS AND A NEW MIXED REALITY APPLICATION 
 
 Using portable devices like tablets and smartphones for AR applications in a SAS environment 
was the focus of work presented in this paper. However, certain hardware issues could not be solved with 
this type of equipment. The final goal was to create a detailed model of an entire substation and using 
only one marker position all virtual elements, meaning the entire substation, thus eliminating the need to 
scan any further markers. The intended workflow would be to scan just one marker and using its position, 
rotation and scale determine the position, rotation and scale of the entire virtual substation model (or 
current substation room) and draw it over the camera view to match the real world each frame regardless 
of the position and rotation of the device. This would mean that for example, all the wiring modelled in a 
substation model would be positioned correctly, i.e. aligned to the real world view, regardless of the 
amount of movement and rotation the device has made. Using the device’s sensors it should be possible 
to determine the way the user is moving and rotating the device and adjust virtual elements so that they 
remain aligned to the real world, without the need to have a marker in camera view.  
 

 
 

Figure 12 Substation model with four transformers and IEC 61850 data annotated over the transformers 
 

 
Figure 13 Hololens device 
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Figure 14 Hololens application prototype showing a substation model with annotated IEC 61850 data 

being manipulated 
  
However, this proved impossible to achieve on tablets and smartphones due to hardware limitations. 
Such portable devices usually have sensors that determine the device’s movement and rotation (such as 
an accelerometer, gyroscope and magnetometer), but these sensors proved not to be precise enough. 
This would usually lead to incorrect positioning of virtual elements after a certain amount of 
transformations (movement, rotation) was made with the device. This eventually led the research in the 
direction of trying alternatives as hardware options. The most important and promising alternative was 
found in the device called Microsoft Hololens [25]. Hololens is a mixed reality head mounted device 
capable of scanning indoor areas with its four cameras and also capable of drawing virtual objects over 
the real world view and positioning them using the scanned space information. Its movement sensors are 
much more sophisticated than those of smartphones and tablets and it also detects hand gestures, 
eliminating the need to occupy your hands on a device controller like a smartphone screen. This makes it 
the ideal candidate to achieve further development plans. The device is shown in Figure 13. 
 This device enables much better use of augmented reality techniques than presented in previous 
chapters. An operator will only need to put the device on and scan just one marker to position the entire 
virtual model of the substation room. This model will be filled, not only with virtual representations of 
different equipment, but also with real-time IEC 61850 data about all processes in that room. Looking 
around and approaching a piece of equipment will enable the user to seamlessly acquire data about that 
equipment without searching through large amount of information available on control screens. Using 
hand gestures they will be able to send control commands and run different animations depending on the 
type of equipment they are looking at, which will be stored as IEC 61850 data inside the substation 
model. 
 
6.1. Hololens application prototype 
 
 Using a Hololens device, a new application prototype was developed. This application is based 
on using Windows 10 SDK, Microsoft Visual Studio, Proza NET application and the Unity game engine 
mentioned earlier. Since much of the resources that were developed for previous prototypes were already 
using Unity, the new application had a strong starting point by using those resources. The current state of 
the prototype is described in this section. 
 First, the reader has to be aware of the device’s capabilities. While the device is worn it projects a 
dot in the center of the user’s view overlaying the real environment. This gaze cursor is used by the 
device to select virtual objects while the user is looking at them. While looking at a virtual object (by 
selecting it or to be more precise focusing the virtual object) a detected hand gesture is used to interact 
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with the selected object. First, the user has to hold their hand in front of their view with the index finger 
pointing up. This is an indicator to the device that the user wants it to track its hand for gestures. Next, the 
user lowers their index finger as to indicate that it wants to click on the object. By keeping the index finger 
down, the user can “pick up” the object and manipulate it by moving their hand around. The application is 
capable of showing a model of a substation. This model can be any substation model made for 3D 
graphic visualization. It also monitors hand gestures and voice commands. There are three modes of 
operation: 
 • Move – default mode 
 • Rotate 
 • Scale 
 The application is always in one of these modes starting from the Move mode. The user can 
switch between these modes with voice commands. Since Hololens has a built in microphone and can 
recognize words spoken by the wearer it can detect whatever commands the developer wants for their 
application to have. Voice commands for switching between modes are currently set to: 
 • “Move Object” ―› switch to Move mode 
 • “Rotate Object” ―› switch to Rotate mode 
 • “Scale Object” ―› switch to Scale mode 
 Each mode supports manipulation of the substation in a certain way. While the application is in 
Move operation mode and the user is looking at the substation, they can pick it up with a hand gesture 
and move it around their environment by moving the hand that started the pick-up gesture. Moving the 
hand in any direction moves the substation in the same way. While in Rotate mode, the user can pick up 
the substation and, moving their hand left or right, rotate the model. Scale mode works in a similar way, 
but it shrinks the model if the user moves their hand downwards and enlarges it when the user moves 
their hand upwards. 
  

The most important part of the application is that this model is populated with real-time SCADA 
data describing everything about the real world substation. This is done similarly to the previous AR 
applications. Once the application is started, it connects over WIFI to the SCADA system (tested with 
PROZA NET SCADA system by connecting to its WsGateway application). It then asks the SCADA 
system to provide data about all parts of the model that are required. The SCADA system then, using the 
IEC 61850 vertical communication, fetches all data from the appropriate IEDs and forwards them to the 
Hololens application. Then, it keeps sending changes to the Hololens application about all requested data 
as the changes occur, which in turn makes the Hololens application capable of updating its annotation 
information in real-time. Figure 14 shows the application in action. In Figure 14, the user is manipulating 
the substation model to get a better view of the parts that are currently relevant to them. 

 

 
 

Figure 15 Hololens application prototype showing control of a real protection relay through virtual 
substation elements - virtual button 
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 The application can also be used to send data to the SCADA system, technically enabling remote 
control of certain automation processes. In Figure 15 the user manipulated the substation model to see a 
Circuit Breaker Switch button. This button is mapped to a circuit breaker on a real protection relay, which 
can be seen in the lower left part of the Figure 15. By looking at the button and performing the Select 
gesture (lowering the index finger and immediately releasing it), the button is pressed and the application 
sends a command to the SCADA system to switch the circuit breaker. The SCADA system sends that 
command to the protection relay and the circuit breaker is then switched to its counter state, which is 
seen in the lower right part of Figure 15. This kind of virtual control enables a lot of interesting use-case 
scenarios where an operator can shorten the time needed to finish a certain maintenance process. 
 
 
7. CONCLUSION 
 
 This paper has shown several different ways in which AR technologies can be used in SAS 
environment. For demonstration purposes, several AR applications have been developed. In order to 
correlate semantically annotated process data with real-time information from SCADA systems, the 
applications is using AR markers. 
 It has been shown that combining standards based communication and AR technologies, value-
added features for substation maintenance and regular inspection can be provided. Direct result is 
reducing the amount of required time and effort for utility maintenance engineers. This paper presents the 
solution applied in SAS environments. However, since IEC 61850 semantics cover several new 
automation domains, it can be easily applied for subsystems such as DERs, wind power plants, battery 
systems, centralized generation, etc. 
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